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II- CXiAIM AMENDMENTS 

1. (Currently Amended) A method of ciphering data transmission 
in a radio system, comprising: 

generating a ciphering key; 

producing a ciphering mask in a ciphering algorithm 
using the ciphering key as an input parameter; 

producing ciphering data by applying the ciphering 
mask to plain data; 

using a logical channel specific parameter or a 
transport- channel specific parameter as an additional 
input parameter to the ciphering algorithm, 

wherein the logical channel specific parameter ioa one 
o^_.the following: a Radio Access Bearer Identifier/ a 
Logical ChanneJ, Identifier, a Signaling Link 
Identifier * 

2. (Original) The method as claimed in claim 1, further 
comprising; 
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using the direction of transmission as an additional 
input parameter to the ciphering algorithm. 

3. (Cancelled) 

4. (Currently Amended) ¥ hc - method — as — ol aimed — in claim l, a 

method of ciphering data transmission in a radio system,, 
comprising: 

generating a ciphering key; 

producing a ciphering mask in a ciphering algorithm 
using the ciphering key as an inpu/t parameter; 

producing ciphered data by applying the ciphering mask 
to plain data ; 

using a logical channel specific parameter or a 
transport channel specific parameter as an additional 
input parameter to the ciphering algorithm , 

wherein the transport channel specific parameter is a 
Dedicated Channel Identifier. 

5. (Cancelled) 
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6, (Currently Amended) The method as claimed in claim 5 A method 
of ciphering data transmission in a radio system, comprising: 

generating a ciphering key; 

producing a ciphering mask in a ciphering algorithm 
using the ciphering key as an input parameter; 

producing ciphered data by applying the ciphering mask 
to plain data; 

using a logical channel specific parameter or a 
transport channel specific parameter as an additional 
input parameter to the ciphering algorithm; 

using a radio frame specific parameter as an 
additional input parameter to the ciphering algorithm; 

wherein the radio frame specific parameter is a User 
Equipment Frame Number, 

7. (Currently Amended) Th e- m e thod aa — claimed — in—claim 1 , A method 
of ciphering data transmission in a radio system , comprising: 

generating a ciphering key^ 
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producing a ciphering mask in a ciphering algorithm 
using the ciphering- key as an input parameter; 

producing ciphered data by applying the ciphering mask 
to plain data; 

using a logical channel specific parameter or a 
transport channel speific parameter as an additional 
input parameter to the ciphering algorithm , 

wherein the plain data includes Radio Link Control 
Layer Protocol Data Units from at least two parallel 
logical channels, and for each logical channel an 
individual ciphering mask is produced . 

8. (Original) The method as claimed in claim 7, wherein a 
Radio Link Control Layer Protocol Data Unit of at lea.st one 
logical channel is already ciphered, and the step of producing 
ciphered data is not repeated for said already ciphered Radio 
Link Control Layer Protocol Data Unit ► 

9 . (Cancelled) 

10. (Currently Amended) ^fee — tR&fefee^ — a-s — e l - Q - M*ed ---- in — claim — 3r A 
method of ciphering data transmission in a radio system, 
comprising: 
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generating a ciphering 3cey; 

producing a ciphering mask in a ciphering algorithm 
using the ciphering key as an input parameter; 

producing ciphered data by applying the ciphering mask 
to plain data; 

using a logical channel specific parameter or a 
transport channel specific parameter as an additional 
input parameter to the ciphering algorithm , 

wherein the plain data includes at least two 
successive R&dio Link Control Layer Protocol Units of 
one logical channel , and for each Radio Link Control 
Layer Protocol Data unit a different part of the 
ciphering mask is used in producing the ciphered data. 

11. (Currently Amended) The method — as — cla imed — ±n — clai - cn — 3 r A 
method of ciphering data transmission in a radio system, 
c ornpr i £ ing : 

generating a ciphering key; 

producing a ciphering^ mask in a ciphering algorithm 
using the ciphering key as an input parameter; 
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producing- ciphered data by applying the ciphering mask 
to plain data; 

using a logical channel specific parameter or a 
transport channel specific parameter as an additional 
input parameter to the ciphering algorithm / 

wherein the plain data includes one Transport Block 
Set including Medium Access Control Layer Protocol 
Data Units of at least two different logical channels, 
and for each Transport Block Set one ciphering mask is 
used in producing the ciphered data. 

12 . (Currently Amended) 3 $ * e -^ m&t - hod - aa claimed in -c - l - ai - m— - 1 - A method 
of ciphering data transmission in a radio system, compirising: 

generating a ciphering key; 1 

producing a ciphering mask in a ciphering algorithm 
using the ciphering key as an input parameter, 

producing ciphered data by applying the ciphering mask 
to plain data; 
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using a logical channel specific paratnter or a 
transport channel specific parpmeter as an additional 
input parameter to the ciphering algorithm , 

wherein the plain data includes one Transport Block 
Set including a Medium Access Control Layezr Protocol 
Data Unit of one logical channel, and for each 
Transport Block Set one ciphering mask is used in 
producing the ciphered data. 

13. - IS, (Cancelled) 

16/ (Currently Amended) A user equipment/ comprising; 

generating means for generating a ciphering key? 

a ciphering algorithm connected with the generating 
means for producing a ciphering mask vising the 
ciphering key as an input parameter; 

ciphering means connected with the ciphering algorithm 
for producing ciphered data by applying the ciphering 
mask to plain data; 
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the ciphering algorithm uses a logical channel 
specific parameter or transport channel specific 
parameter as an additional input parameter, 

wherein the logical channel specific parameter is one 
of the following; a Radio Access Bearer Identifier, a 
Logical Channel Identifier, a Signaling Link 
Identifier . 

17. - IB. (Cancelled) 

19* (Currently Amended) ^ fec — laacr cquipmont no claimed in claim 
A user equipment, comprising: 

generating means for generating a. ciphering key; 

a ciphering algorithm connected with the generating 
means for producing a ciphering mask using the 
ciphering key aa an input parameter; 

ciphering means connected with titie ciphering algorithm 
for producing ciphered data by applying the ciphering 
mask to plain data; 
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the ciphering algorithm uses a logical channel 
specific parameter or a transport channel specific 
parameter as an additional input parameter, 

wherein the transport channel specific parameter is a 
Dedicated Channel Identifier. 

20. (Cancelled) 

21. (Currently Amended) J £ke — a gor - equipment — as — claim — ±& — claim 
— wherein A user equipment, comprising; 

generating means for generating a ciphering key? 

a ciphering algorithm connected with, the generating 
means for producing a ciphering mask using the 
ciphering key as an input parameter; 

ciphering means connected with the ciphering algorithm 
for producing ciphered data by applying the ciphering 
mask to plain data; 

the ciphering algorithm uses a logical channel 
specific parameter or a transport channel specific 
parameter as an additional input parameter; 
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wherein the ciphering algorithm uses a radio frame 
specific parameter as an additional input parameter, 
and 



the radio frame specific parameter is a User 
Equipment Frame Number. 

22 . (Currently Amended) The user equipment — as — claimed. — in claim 
16, A user equipment, comprising: 

generating means for generating a ciphering key; 

a ciphering algorithm connected with the generating 
means for producing a ciphering mask using the 
ciphering key as an input parameter; 

ciphering, me_ans _connected with the ciphering algorithm 
for_ producing ciphered data by applying the ciphering 
mask to plain data; 

the ciphering algorithm uses a logical channel 
specific parameter or a transpoirt channel specific 
parameter as an additional input parameter; 

wherein the ciphering means accept plain data 
including Radio Link Control Layer Protocol Data Units 
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from at least two parallel logical channels, and the 
ciphering algorithm produces for each logical channel 
an individual ciphering mask, and the ciphering means 
use for each logical channel the ciphering mask of 
said channel . 

23. (Previously Presented) The user equipment as claimed in 
claim 22, wherein a. Radio kink Control Layer Protocol Data Unit 
of at least one logical channel is already ciphered, and the 
ciphering means do not cipher said already cipher&d, Radio Link 
Control Layer Protocol Data Unit* 

24. (Cancelled) 

2 5 * ( Current ly Amended) ! £ke — wea? — equipment — as — claimed - in ■ cla - i r tn 
?= & A user equipment, comprising: / 

generating means for generating a ciphering key; 

a_, ciphering algorithm, connected with the generating 
means for producing a ciphering mask using the 
ciphering key as an input parameter ; 

ciphering means connected with the ciphering algorithm 
for producing ciphered data by applying the ciphering 
mask to plain data; 
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the ciphering algorithm uses a logical channel 
specific parameter or a transport channel specific 
parameter as an additional input parameter . 

wherein the ciphering means accept plain data 
including at least two successive Radio Link Control 
Layer Protocol Data Units on one logical channel, and 
the ciphering algorithm produces for said logical 
channel an individual ciphering mask, and the 
ciphering means use for each Radio Link Control Layer 
Protocol Data Unit different part of the ciphering 
mask. 

26. {Currently Amended) The - uacr — equipment a a — claimed in — claim 
i€- A user equipment , comprising: 

generating means for generating, a ciphering key; 

a ciphering algorithm connected with the generating 
means for producing a ciphering mask using the 
ciphering key as an input parameter; 

ciphering means connected with the ciphering algorithm 
for producing ciphered data by applying the ciphering 
mask to plain data; 
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the ciphering algorithm uses a logical channel 
specific parameter or a transport channel specific 
parameter as an additional input parameter 

wherein the ciphering means accept plain data 
including one Transport Block Set including Medium 
Access Control Layer Protocol Data Units of at least 
two different logical channels, and the ciphering 
algorithm produce© for each Transport Block Set an 
individual ciphering mask, and the ciphering means use 
for each Transport Block Set one ciphering mask* 

27. {Currently Amended) The — rajor— equipment aa claimed in claim 
^6- A user equipment/ comprising : 

generating means for generating a ciphering key; 

a ciphering algorithm connected with the generating 
means for producing a ciphering mask using the 
ciphering key as an input paramter; 

ciphering means connected with the ciphering algorithm 
for producing ciphered data by applying the ciphering 
mask to plain data;_ 
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the ciphering algorithm uses a locrical channel 
specific parameter or a transport channel specific 
parameter as an additional input parameter , 

wherein the ciphering means accept plain data 
including one Transport Block Set including a Medium 
Access Control Layer Protocol Data Unit on one logical 
channel , and the ciphering algorithm produces fqr each 
Transport Block Set an individual ciphering mask, and 
the ciphering means use for each Transport Block Set 
one ciphering mask. 

28-- 30. (Cancelled) 

31. (Currently Amended) A radio network subsystem, 

comprising: 

generating means for generating a ciphering key ( 4 10) j 

a ciphering algorithm connected with the generating 
means for producing a ciphering mask using the 
ciphering key as an input parameter; 

ciphering means connected with the ciphering algorithm 
for producing ciphered data by applying the ciphering 
mask to plain data; 
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the ciphering algorithm uses a logical channel 
specific parameter or a transport channel specific 
parameter as an additional input parameter ; 



wherein the logical channel specific parameter is one 
of the following; a Radio Access Bearer Identifier a 
Logical Channel Identifier , a Signaling Link 
identifier , 



32.-33. (Cancelled) 

34. (Currently Amended) The radio network gubsygtctn aa alainicd 
in claim 31 A radio network subsystem, comprising: 

generating means for generating a ciphering key; 

a ciphering algorithm connected with the generating 
means for producing a ciphering mask using the 
ciphering key as an input parameter ; 

ciphering means connected with the ciphering algorithm 
for producing ciphered data by applying the ciphering 
mask to plain data; 
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the ciphering algorithm uses a logical channel 
specific parameter or a transport channel specific 
parameter as an additional input parameter , 

wherein the transport channel specific parameter is a 
' Dedicated Channel Identifier. 

35. (Cancelled) 

36. (Currently Amended) Effete — radio network - - aubayatem — are — e jb admcd 
in claim 3 5 - , — wherein A radio network subsystem, comprising: 



generating means for generating- a ciphering key; 

a ciphering algorithm connected with the generating 
means for producing a ciphering mask using the 
ciphering key as an input parameter; 

ciphering means connected with the ciphering algorithm 
for producing ciphereddata by applying the ciphering 
mask to plain data; 

the ciphering algorithm uses a logical channel 
specific parameter or a transport channel specific 
parameter as an additional input parameter , 
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wherein the ciphering algorithm uses a radio frame 
specific parameter as an additional Input parameter, 
and 

the radio frame specific parameter is a. User Equipment 
Frame Number. 



37. (Currently Amended) 34*e — (rod - io network ouboya^tGin - ^iQ ■ claimed 
in claim -- 3 - 1 - A radio network subsystem, comprising; 

generating means fo£ generating a ciphering key; 

a ciphering algorithm connected with the generating 
means for producing a ciphering mask using the 
ciphering key as an input parameter; 

ciphering means connected with the ciphering algorithm 
for producing ciphered data by applying the ciphering 
mask to plain data; 

the ciphering algorithm uses a logical channel 
specific parameter or a transport channel specific 
parameter as an additional parameter , 
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wherein the ciphering means accept plain data 
including Radio Link Control Layer Protocol Data Units 
from at least two parallel logical channels, and the 
ciphering algorithm produces for each logical channel 
an individual ciphering mask/ and the ciphering means 
use for each logical channel the ciphering mask of 
said channel, 

38. (Previously Presented) The radio network subsystem as 
claimed in claim 37, wherein a Radio Link Control Layer Protocol 
Data Unit of at least one logical channel is already ciphered, 
and the ciphering means do not cipher said already ciphered 
Radio Link Control Layer Protocol Data Unit. 

39. (Cancelled) 

40. (Currently Amended) The — radio network ouboyg - t - cm ao — claimed 
in claim 31 A radio network subsystem, comprising: 

generating means for generating a ciphering key; 

a ciphering algorithm connected with the generating 
means for producing a ciphering mask using the 
ciphering key an an input parameter ; 
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ciphering means connected with the ciphering algorithm 
for producing ciphered data by applying the ciphering 
mask to plain data; 

the ciphering algorithm uses a logical channel 
specific parameter or a transport channel specific 
parameter as an additional input parameter , 

wherein the ciphering means accept plain data 
including at least two successive Radio Link Control 
Layer Protocol Data Units of one logical channel, and 
the ciphering algorithm produces for said logical 
channel an individual ciphering mask, and the 
ciphering means use for each Radio Link Control Layer 
Protocol Data Unit a different part of the ciphering 
mask. 

41* (Currently Amended) i Ehe — radio — net - w e ^ — aubgyafe eift — as — claimed 
in claim 31 - A radio network subsystem, comprising: 

generating means for generating a ciphering key; 

f 

a ciphering algorithm connected with the generating 
means for producing a ciphering mask using the 
ciphering key as an input p_ara_meter; 



20 



PAGE 21/23 * RCVD AT 11112/2004 10:29:58 AM [Eastern Standard Time] * SVR:USPT0-EFXRF»1/7 * DNIS:8729306 * CSID: * DURATION (mm-ss):04-14 



NOV. 1 2004 10:33AM PERMAN & GREEN, LLP 



NO. 587 P. 22 



ciphering means connected with the ciphering algorithm 
for producing ciphered data by applying the ciphering 
mask to plain data; 

the ciphering algorithm uses a logical channel 
specific parameter or a transport channel specific 
parameter as an additional input parameter , 

wherein the ciphering means accept plain data 
including one Transport Block Set including Medium 
Access Control Layer Protocol Data Units of at least 
two different logical channels, and the ciphering 
algorithm produces for each Transport Block Set an 
individual ciphering mask, and the ciphering means use 
for each Transport Block Set one ciphering mask, 

42, (Currently Amended) The radio network ai ^ frpyatcm as — claimed 
■ in ■ claim 31 A radio network subsystem, comprising: 

generating means for generating a ciphering key; 

a ciphering algorithm connected with the generating 
means for producing a ciphering mask using the 
ciphering key as an input parameter; 
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ciphering means connected with the ciphering algorithm 
for producing ciphered data by applying the ciphering 
mask to plain data; 

the ciphering algorithm uses a logical channel 
specific parameter or a transport channel specific 
parameter as an additional input parameter , 

wherein the ciphering means accept plain data 
including one Transport Block Set including a Medium 
Access Control Layer Protocol Data Unit of one logical 
channel, and the ciphering algorithm produces for each 
Transport Block* Set an individual ciphex-ing mask, and 
the ciphering means use for each Transport Block set 
one ciphering mask. 

43.- 45. (Cancelled) 
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